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ABSTRACT 

 
ARTICLE INFO 

Now-a-days usage of internet has increased for various purposes like online shopping, 

online transaction, internet banking, etc. Almost everything is done online. With this 

increased usage of internet, websites are prone to attacks. Security system is nothing 

but an Intrusion Detection System (IDS) that models the network behaviour of user 

sessions. It protects both the front-end web server as well as back-end database. It 

monitors both web and subsequent database requests. So, it is possible to identify 

attacks that independent IDS would not be able to identify. Our contribution is to find 

leaked data which is done by hacker. Next steps to detect the detect the different 

attacks for preventing Unauthorized access users.  

 

Keywords; Anomaly detection, virtualization, multi-tier web application, data leakage 

detection. 
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I. INTRODUCTION 

Database is a major component of each and every 

organization. But to store data in database is not sufficient 

for any organization, since they have to deal with all issues 

related to database, from which one of the main issue is 

database security. We deals with the basic approach that 

determines whether data stored in database is tampered or 

not. Any business cannot afford the risk of an unauthorized 

user observing or changing the data in their databases.  

Web services are widely used by people. Web 

services and applications have become popular and also 

their complexity has increased. Most of the task such as 

banking, social networking, and online shopping are done 

and directly depend on web. As we are using web services 

which is present everywhere for personal as well as 

corporate data they are being attacked easily. Attacker 

attacks backend server which provides the useful and 

valuable information thereby diverging front end attack. 

Data leakage is the big issue for industries & different  

 

 

institutes. It is very hard for any system administrator to find 

out the data leaker among the system users. It is creating a 

serious threat to organizations. It can destroy company’s 

brand and its reputation. 

Numerous exploits are being used to compromise 

the network. These exploits are capable of breaking into any 

secured networks. Thus, to secure the network we are 

combining features, functions and methodology of IDS, IPS 

and Honeyed and making Intrusion Detection System more 

effective, accurate and responsive. 

Honeyed are mirrored servers which appear as 

actual servers for attackers and maintain logs of intruding 

activities. IDS detect the attack, and IPS takes actions as 

configured. Intrusion detection system monitors the data 

packets and looks for intrusion, when such event occurs an 

alarm will get triggered resulting analysis of captured 

packets and corrective action taken by IPS if necessary. 
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This alert will activate IPS which will take 

preventive actions depending on the type of attack. 

Featuring log analysis and capturing into our proposed 

system will enable security expert to investigate such events 

sophisticatedly. We also study the different attacks in 

network system this system is more secure for finding the 

attacker when any one tries to attempt attack on  the  

network. 

 

II. LITERATURE SURVEY 

 

[1] In this paper, he point out Catalano-Fiore's VDB 

framework from vector commitment is vulnerable to the so-

called forward automatic update (FAU) attack. 

 

[2] In this paper he propose a new fair conditional payment 

scheme for outsourcing computation that is only based on 

traditional electronic cash systems. 

 

[3] This paper study the Experimental results indicate that 

this system performs better and applies more widely than 

the best in the literature.  

 

[4] In this paper he proposed client a “Web Server Virtual 

Machine” is created and is associated with an independent 

container ID and hence it enhances the security. The 

concept of holder and the user behavior pattern provides a  

means of tracking the information flow from the web  

server to the database server for each session. 

 

[5] This paper presents Double Guard, an IDS system that 

models the network behavior of user sessions across both 

the front-end web server and the back-end database.  

 

III. EXISTING SYSTEM 

 

Many Systems are providing one way security for the web 

applications Protecting a web application in terms of 

interface and at database end with proper recovering options 

is best part of the system, The proposed system designs idea 

in breakdown model to evaluate security of the web 

applications along with its database in every step. 

 

IV. RELATED WORK 

 

It is possible to initialize thousands of containers on a single 

physical machine, and these virtualized containers can be 

discarded, reverted, or quickly reinitialized to serve new 

sessions. In the classic three-tier model database side, it is 

unable to tell which transaction corresponds to which client 

request. The communication between the web server and the 

database server is not separated, and we can hardly 

understand the relationships among them. 

 
Fig 1. Relationship between client and server 

 

V. PROPOSED SYSTEM 

 

 
Fig 2. System architecture 

 

Many Systems are providing one way security for the web 

applications protecting a web application in terms of 

interface and at database end with proper recovering options 

is best part of the system The proposed system designs idea 

in breakdown model to evaluate security of the web 

applications along with its database in every step. 

 

Module Explanation: 

 

User Module:  

User can authorize login access.  He can update all  personal  

information.  He also cans authority to generated secure 

encryption process. 

 

Sales Department: 

Sales department work as a hacker. Here hacker change the 

database value of any product without authentication.  

 

Admin Module: 

Admin is the authorized person, he check all the user 

activity records as well as profile. He also watch the 

tempering on changing the values from data base. 
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In proposed system one virtual server is used to protect 

the multiple servers. Here complexity between the hardware 

is minimum. One virtual server is protecting the internal 

severs. Also here host A, host B and host C are 

communicating with this server. Virtual server is working 

like a deceptive system. Which is protecting the multiple 

servers, Also it helps in detecting the attackers & hackers. It 

also creates the log of users. In log user IP address, time, 

date & MAC address are identified. 

 

User Interface: In this product Administrator must give the 

range of the network and also provide the plug-in which will 

different for different honeypot. 

 

Log Report: Temper create log which will tells the 

following, 

1) Table Name  

2) Product ID 

3) Time  

4) Date 

 

Note:  

Network Administrator will take that Log and tells above 

details. By using that logs he also knows the attackers way 

to attack, so he will provide patches for that particular attack. 

In this product no human interface is required for generating 

the logs. 

 

Advantages: 

1. The proposed system provides authencation. 

2. It also prevents hacking. 

4. The system prevents identity theft. 

 

VI. CONCLUSION 

 

The idea behind this proposed security solution is to 

develop a conceptual dynamic security approach 

against hacking strategies and various kinds of attacks. We 

believe that the security of the entire Server relies on the 

security of the network and endpoints. 
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